IBM iSeries Digital Certificate Manager

SSL

The need for SSL

Originally the Internet was not designed with security in mind as web sites served mainly static pages. With the advent of web applications such as on-line shopping and banking the need for privacy was obvious. The aim of SSL is 2 fold. Firstly there is the need to encrypt information for transmission across the Internet. This is to prevent communications being intercepted and then used fraudulently. Secondly there is the need to authenticate the server and sometimes the client. This is to ensure that when you submit sensitive information to a server you can be sure that it is being sent to the organisation that the site appears to be representing.

Encryption

Encryption transforms understandable text into an unintelligible piece of data (ciphertext). Decryption restores the understandable text from the unintelligible data. Both processes involve a mathematical formula or algorithm and a secret sequence of data (the key). 

In traditional cryptography, such as that employed during WW2 and for centuries before, a single key is used for both encryption and decryption. The two communicating parties must know the key; decryption is then just the reverse process of encryption. This is known as symmetric cryptography. In the Internet environment this is obviously not practical as the key used would have to be transmitted over the Internet.

This is overcome in modern cryptography, by asymmetric cryptography where encryption and decryption each use different keys; a public key which is used for encryption and a private key which is used for decryption. The public key is made widely known so that messages can be encrypted, but only the holder of the private key can perform the decryption. Alternately, a server or user can use a private key to "sign" a document and clients use the public key to decrypt this digital signature. This verifies the document's source. 

Digital Certificates

A digital certificate is a digital document that validates the identity of the certificate's owner, typically either a client (user) or more commonly a server. It also contains the public key of the public/private key pair. Trusted parties, known as Certificate Authorities (CA), issue digital certificates to users and servers. The trust in the CA is the basis of the trust in the certificate as a valid authentication. For Internet applications the CA is generally a public organisation such as VeriSign. For Intranet applications an internal server can be used as a CA.

iSeries Digital Certificate Manager allows the iSeries to be set up as an Intranet CA and issue client and server certificates. Alternatively the iSeries can be an authenticated server with a certificate issued by an Intranet or Internet CA. The IBM HTTP Server can be configured to request client certificates.

Internet CAs each have a policy to determine what identifying information the CA requires in order to issue a certificate. Some Internet Certificate Authorities may require very little information, such as a ‘distinguished name’ (typically this includes the common name of the server, company name and address) and e-mail address. 

SSL Certification Process

The process of obtaining an Internet CA digital certificate and applying it to an iSeries HTTP server is as follows:

1. Create Keys

A public/private key pair are generated and stored in a certificate store.

2. Request Certificate

The certificate request, that includes the public key, is cut and pasted into an e-mail to be sent to the CA.

3. CA Signs certificate and returns

Once the CA is satisfied that the organisation is bona fide the CA signs the certificate and e-mails this back to the originator. This typically takes between 2 days and 2 weeks. There is a charge made for this service of about £400. There is a fixed life-time for certificates after which they need to be renewed.

4. Receive Certificate

The contents of the e-mail from the CA are saved into a file and this is received back into the Certificate Store.

5. Apply Certificate to HTTP Service

Finally, you need to tell the iSeries to use the certificate for the HTTP server instance. The iSeries is then ready for secure communications on the Internet.

IBM Digital Certificate Manager – Products and Features

iSeries DCM Products

Digital Certificate Manager is part of OS/400 (5769SS1 – option 34)

To use digital certificates, you must have TCP/IP Connectivity Utilities for iSeries (5769-TC1) and the IBM HTTP Server for iSeries (5769-DG1) installed on your iSeries. You must also install a cryptographic access provider licensed program (5769-AC1, 5769-AC2, or 5769-AC3) to create certificate keys. These cryptographic products determine the maximum key length permitted for cryptographic algorithms. 

The industry standard for digital certificates is the X.509 format. Certificates that you create in Digital Certificate Manager are compatible with X.509 versions 2 and 3. 

iSeries DCM Features

Digital Certificate Manager can only be accessed via a browser on port 2001. The *ADMIN instance of the HTTP server must be running in order to access its features.

There is extensive on-line help.

A Web Server needs security to protect it and the resources it provides when it delivers services to or uses services from the Internet. You can use Digital Certificate Manager (DCM) to augment iSeries security by setting up your system to use digital certificates. Digital certificates allow you to use the SSL for secure browser access to Web sites and other Internet services.

DCM allows you to create your own Intranet Certificate Authority (CA). You can then use the CA to dynamically issue digital certificates to systems and users on your intranet. You can also create self-signed certificates for the server itself for testing prior to ‘going live’ on the Internet.

When DCM creates a Certificate Authority or system certificate, DCM automatically generates the public key and private key for the certificate. You can also use DCM to register and use digital certificates from VeriSign, or other public organisations, on your intranet or the Internet. DCM provides all the facilities to manage this process:

· Generates certificate request to send to CA

· Receive signed certificates

· Apply certificates to applications

· Import/Export certificates to e.g.

· test certificates on a test server

· replicate certificates for multiple load balanced servers

At version V4R3 and earlier DCM used key ring files to store certificates. As of V4R4, DCM stores digital certificates in certificate stores which exist as .kdb files in the IFS. The certificate store also contains the certificate's private key. (The public key is part of the certificate itself.) A certificate store can contain more than one certificate and key pair.

There are two types of certificate stores: system certificate stores and the default Certificate Authority certificate store. DCM controls access to certificate stores through passwords. Passwords are case sensitive. Many system certificate stores can be created but only certificates in the *SYSTEM certificate store can be applied to applications. Certificates can be exported from store to store on the same iSeries or from one iSeries to another.

IBM Digital Certificate Manager – Configuration Steps

These are the steps required to set-up your iSeries as an authenticated server.

1. Create a CA

· required only if setting up a self-signed certificate for tesing or

· if acting as an Intranet CA to issue certificates to other servers or users on your intranet

2. Create the default certificate store *SYSTEM

· if you created a CA this will be done automatically.

3. Create a system certificate

· if you create a CA you will be taken through this step automatically

· if you are creating an Internet CA certificate, this will create a certificate request to e-mail to CA. Remember to keep a copy of this safe as it is not possible to view this again in DCM beyond this stage.

4. Receive a system certificate

· only required if you are creating an Internet CA certificate

· cut and paste the e-mail from the CA into a text file and save in the IFS

· receive the signed certificate into the certificate store

5. Apply the certificate to the HTTP server instance

· the HTTP instance needs to be SSL enabled

· it will then appear on the secure applications list within SSL

